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ke E SR D Wi o ok 58 B EBA PR LIRSS, (ESEZEREAS LU T SE Uy Mo FRAR . BE
B REHb YRR e A T B 3

FF2S %5 (DAF) 15, ABMS 2&HXT JADC2 W wtk. VE AR ifE Sk
RE L, ABMS (PSR FRAS DUESR , FEAEAN 32 40k i i 3 55 FR 6 A 47 0 T S Bk
AICZR - IX XS RSB A S N B, T, BEERARNE &, AR
N GG RESAE LA BN S JENL PSR T8 —— A R U N B R . 32



BEFLMPATIEE S W (C2) HRae—— HAr&E P E= RS H .0 (AOC)
AR ARG B X — I B SR IR, R H REE Tl R X L8 TR H R . T ABMS #i42
HIVE RGBT AOC M B i 77 2 LASS X —AR M, LUF 4L T 24 /T AOC 1 fij B DL K AE
ABMS N HAHRFAKIE T, AOC Al REHIANRIZ .

1.3 %0 AIR OPERATIONS CENTER (AOC)
1.3.1 AOC BliR

YHTAYZ AR L (AOC) ——HERMZBITT 21 20— ‘BB =% i
B, MR PRAARGE - [E] BRA A M4 A S H (JFACC) HITEE 51
b, JRAILK FRIERITEAE R E MM R AT S AT RE ST - FRIR At iy RS 2]
I FEMER] (10) RIVERZGEE- S0, LR JFACC FIPES H R MR 5. 3% AOC &
Bt MK PATAIEAl AS  AE A E A T 34

AOC M EZHRECLTE :

o e = FPALSGR M ECRIERTILA SO, a2t RIS m R, LAl ik
BHBA A (JFC) 8RR =S FRALGHR 3 1]4 B H PR FlTE -

o AEFECS PATRIPEAY H S RS MR SROEPRE SR IR 2t i,
BRI h e, FREEG B S a7 155

o Bl LR Ay IR I ARIRE R IR R R B, DSR2 R o /Y
VRERL SATHNTE A o

o BANZRES, FAEBGRE N A2 WU bl s AR 0 w4 B R 2550 3

o RATEEPERIRRRY, FAERGEE N I HIBUR (ACA) I B 282 il 3 o

o FERGRE NI 2 R4 E (AADC) I, RELWB2ES, R ST
(TMD) -

o MK ARG AP T X S LGB B G LRI (ISR) 55

o BEFTELRGR T GUR FPEAl, DARRE AR 55 R AR S h LR o A R, 4% TFC
HYBER SRR X AL T A

o MR XACSEFI, MRIFI B2 PSR SR 55 35

XEEHARE /R 124 AT AOC B DL E 20, IX SR ERG 2R K AT ABMS ML
HASRB AT AT BERTIE R o

VER—FEs R4, HETHI= RS O-EE RS (AOC-WS), PR AN/USQ-163
Falconer, A& “— MU 5 = J7 44 R LS ™ 5 i R E R R G N ERE
AOC-WS HHIEE = J7 RGHA H 7 HFIRE SR . AOC-WS HIRE I ELHGHE G i X 28 Hh Al &
ST AR SHEE (C2) ; eIt Rl AT [RIURAY 238 5 AR BUi A E; LA
SRR EA 3.7 36 A, AOC-WS fi¥E:

o TR B AR (5 FE At A 7 B A RO

« LI10 AOC-WS JHRIYBURNBAER A, LASEBIAS i RS IR S8 R AR s

AT, Wi

— Pz ACE. SRIONIERG R B 2 RIRR C2 BRMIBINE =J7 REE, Flid 24
1R ARG X LA

o fETERT, AOC-WS Wl LMEL AR M2 _EiafT, GLiERLaE FLIK R0 B i3l i i k) 2%

(SIPRNET) HXA2BRIGIEE RGP ZS o IXLE RLCRAZ DR E RGERI 2R
FRE Fy g B B A AR Ak f o 37



HHET, 2541 Kessel Run 3L30% (KREL) 37T A FIHBE AOC-WS Block 20 F 23
Yo 38 HHEREBAMN AoC, HHBCH— Mozl AoC s 2%, HFEFIAR 10.1
Falconer Iax RGt. 39 ME N SHAE RARIEE KAk, Kessel Run TF& NG TR P 75K, JTRE
5T g MR A DAY S I S BB TR oK o IR AT, IX PRI & N B 2 R
AE— IR Y B 2 HR o

REHS T —Leithe, HY5 AOC MR I G (AR EYR K. FEAlE, SEHAE
AOC 11 C2 TREMFE RIS LUS XS 24 5 A BRI B AR iy, JC v SR hinid i
MR . IEWfzilr RAND KT JADC2 HIWFFErig tH iy, “AOC 10.2 AL 5 77 B HUH
HEIR T 10 AOC 38 A5 SR BHERHE A R 290 A TP A ] -+« X 25 W) 4 A 25 () 42 1 H 2 B AT XS
AOC 2 TH I BHRERI B ARER , FEIN T X LR 124887 40 4512 “Z8 % AOC 72
NS R 25 FPAE 55 RS Y B AR RN B 4L

L HTHY AOC-WS ITH A5 AU HEFP 7 R R T Bk i & 323 T B = & 28 H
N TR GEECRIE R AV, TR IROX LR r gt T i . 2% Sl ABRAE AR I A BRI
FTIETR SR T 24 1T AOC AREXIFFHI JADC2+ JWC R TR IHE L. AR, 4uT ARG fl
MR L SRR IO B, R R GERY RGO (P RTHOIE) A SRR [A]
Az, 42

AN, S WA, BIESEAE JADC2 50 JWC, & EWRFHEE— NN AOC,
DME 538710 95 H K25 043 (USSPACECOM) FlZEE K 253N (USSF) ##1FE R4 HigAE,
FENERE SR FOTF R IZ R o X2 T B s A/ KRR LR (A2/AD) « HETKS
W2 RS, ekl K%, HETREN GPS THURIKIEEE M FE M. 43 fr
AL R AR T T B SR 7R R, LARI R & A 218 4 R

132 AR FURZ b gD (A0C)

R B P BEP AR KA TR R, FRAa R T B EO U A WA R R) e 2018 4F
Y «[EZEPT 55> fig i XA H a2 AR A 2R R RO AL A MRS U
TIOR3 7 B Bl AR L 5 D SR i (K i o SRONS 24 1T A A DR S Y S R il R S o RS
PN, BATRE A ——FRATR UM R, e SR EEN R, D —
SCETAR A PITEAPREOE B AR E TR o SRR A9 FEBAAE i EBOATUE BIIERIAL. ™ 44 SElE
BEZPRMFRE TR, bl “HEELET RN ALRS, HATHES
MFLETATMEAT A5 BEERAIFSIAL T ARATREEE S FRE I A%, &
YERE SR T RE AN T REA AN AR R IRTE G T ik 38 A\ AN B
AR A SRR R, SEE 2 EUma A & DRI 238" 35 BoRtL
B BRI 25 R C2 ThREAY BN PR A A I 7 BRI 2 AT AOC ZEMFISZRFRR, LA
TEFIF A TR

HR SRR — DM AOC, RERSLEAT TSI T OODA 1B, RNZfEZHX
[ E Y 44 2 96 /NS HFESTES (ATO) ACFREHIIRS]. £ ABMS HISZHF ~, AOC 7
BEHNTH M T AR SR VFI SRR, R 4 LA BRI B PRI RO A e, DA, BE R TEAY
WA TR DR, JF 0GR ) R AAT TR, SR RESRAE T 223 R B0 A A AN I R
filo IXFEMOASY 7 EALHE 58 [ 25 G R R 25 FRBAAE N 19 28 FEFP RIS 2 R T, IBFR#E
ZH W ARUKENZ Y ) DR VBRI Z AR FRIER S 5 HR AL s i 2
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1.4 JEER-EPLRSE (ABMS)

ABMS FE5iaft 40 BFREBUT A HbR? ABMS & R—HERI RGEEEY N %
ARG & e KA AT ABMS RERS = A AT AR, SEEL ABMS 1 JADC2 5
R SE M T Im R LE Bt e LUR AR THIP AR, FAE R SE Tt — iR ik

1.4.1 ABMS [543

ABMS M fIVE MRS M (C2) ML ARGERIME &AL H AT HY Mol R G5 R
YERN—AFG, ABMS T 2017 SFVEN “2Si HCHEEMEEIT REHfEl, 1
BHHRDIH, BEFHRMBAM BN = PSS EH RS (AWACS) ~F 5 F1 R
1BTR I E-8C B A ME AN HARIUE R IB 248 (JSTARS) HLBL. 46 4R1M, %7 «[H K555
%> (NDS), ZZFNAHEMN ABMS i RICAFR & NDS PHEAR Hir. =FE905EH
PEAET ABMS BYFOR, SORITRRENSAE 32 BRENTE Fpasd 7Y S b s KR A A 47 B R SR ik
Wio 4T HEGHENE, “RFa, B AHL, AFRRAE 20U C2 BEARIIE
27

2019 4F 4 H |, ZEFEAM, S ECSHEH RGO AN e E R A G — 12
WA RN C2 R (MEAER—RIRMAIIE ), AL “MEM & BEs #0 ] LA A 5 F-%F
W, TTIWRAERZS ity i by S &g a3 (a]---- [JF] #1075 JSTARS 1 AWACS ~-
GRS, FEaTRERSE R X 25 s il R4 (A1) MR sh HAnfe nas iy Hab o~ 49
X RS T “BER—F R ME” ) B BT 2 TrEkitl, W ABMS ZS (]
ABMS ZEHUHT ABMS W45 e {5 —— R D HHIEA H SR BUH S BN FEE . 59 1
Gb, VRIS —AL “E LA AT I ABMS 2R3 s E I H B A
(LAY BRAE A PSS VR SRS AN R U A [ A B 7 5L

SR, BT E=S 230K Frank Kendall #2 | ABMS HYEE . R, ABMS “/&
SEBRTEE FT B BAAE SO B R L, FFEsk R E LRI TRl T A
PR SR ESEOR . 52 A, 2 MR E B SSHE ABMS BLAEMFE IR ek
L BRI A ERANE B b EORE ST8IER, LAIE ABMS 2 /E 4 HIHY C2 A8 L
BUG 7 RS, BRSNS KRR ABMS S TESTME, HE&0a
WSS MTEET N 2020 4FJIEE) 2021 FHEFPEFTRISAEICEN Bt EE. I, Tt
RHVFZ AT RN ABMS J7 . JRT, V2 A IUNTEEAE ABMS 282 HE L 2 iRk
IR B

1.4.2 &SR ik

VER—A RS E RS ARSI, BEEA MNERGESF el aRiE. il
HES RN MR WGP 5 (C4ISR) FIERK, ABMS B “— PR, WALFIiEEE
JRERZEA L, ISR HET 2RI, ik SR b, fhids. 3. RS
LTI A I AR . 7 53 S B AR ABMS JT &N — INAKHEZS A “% RGE5R” 54,
MAEES R L LRI H (BA 4 e Lk e R TRk 2 i s FR s
— AR ) o M, ABMS EFEFI B AR EBTRE ST, BN — MR T R
VERESTIZEM, TEIZZEMN, BT EIRIS R ERET

IXEERE ARSI AR “ L3 FoAR PR A N SRR, BT EBRNGR A
LB AR LS o 55 IRBIEFE 2 15 56 FIEA AL FIFLARS2>) (ML) REJ7 A8 (5 R At i3,
T QLB R E BAATHEE SN E . YOREMBER, DR TR . EHIRN
MR P AN, DRI LG B GRES R%, YRR AR
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AL GABAE , LASGE AR AR IS TR A). 57 2IH RN I, SE AT 1 IR
H_ESEER , DURoR HT R C2 RE1; WA RG], S875KHRAE 2021 4F 3
HHHEH. 8

ABMS B FEREE I [A] AHERS ARSE R AN A R R (2R BoR, AR ES. 4
S RGEEN, RAARAR. XEWRE ABMS 78— = P05, A
R AMEGEN C2 IH , B — AR E R TR, 30 B BR M S, thith—
YR —IERIERE IR AR . 29 M, R E BRI 2, T 2R LA T
AEXGA I [ABMS] FU RGPS L " 00 BG 2R Jo fid%. 42l mEi A
WU/ 28 HZLEAE R E SR oK, LUE TS JADC2 JE7R IWC, fEMHEZRN, A I Al
BAGPRAT Y E BRI BT R . RGBT RAfF. 6

25 EFR N GG A AR SR TS, I B E SR KR EIE R (2020 WA
1.365 12357C; 2021 WK 3.023 123E70; 2022 WHAEN 2.038 123570) , 51k T T
HEEZ AN ERE. JFRMERES ABMS TTREA, ARG IEET & MBS 20
HRARGHRIE 8, 62 23 5 SRR ERR AL B AR BRI R 418 R AEIE 41,
(EFHLCMER = B3 RN SR PRGN A 00 H AR Bk ik ABMS 35 AR T5 R A RE 1. IRERBUR A1 BF
IVAZE (GAO) WIULE:, “WA A HDIL 55 =0 By KA A S IR . AR i
SRR EE. ™ 63 15 T 2 MG IE BRI H B9E) 7, IR ER AR RS B HROR
Toee R AR ik TS 2%, VEANH THORA BERFIA 2568 UE M BOH R I H 1 E
TEO 64

M T2 %A N ABMS B2 EET R, WA TRRSZE S, H ekl s g
2021 4 ABMS TEHIE—F, (T 1.59 123870, MaSFi5R0M 3.023 123570, 0 %8
FEHRALFIRIEE, FFER “HASLREEHREES, MAOUE R VR LM 2B % 1R
107 06 X FHL A W50 S5 MK RIS (B3 SEae 4% 17 & T A RARRE 1, ¥ 2022 I
4F 2.04 12 FE TR R A — 21 DAL RIS Hh e i, DA KC-46 MMALEERS 2L
BF F-35 Fll F-22 Z [RIERTL. 67 28 ERBIAAET 2022 WHAFEHU R A R ML T LA FE 2 1Y
TR PR R R R TS SRk T 2L (M 4.493 (23T 2] 2.038 12
EIL). 68

XHF ABMS FUEARZERIAF AR 00 i, IEAE REATER B BEASE T, A
T ANEEPERTSE N RATSRZ RIS FERAR, A it B BRI S A ABT L
Arpe AN T BRI E FBOARFBATHE RAEAET BRI SO s ™ AR A o 3
Wil. ABMS WI_EHGEIR (7R) ATREA N, B Eisk “femmbet(s B, Abr
2, LARGXLESE SRR I o et 24 i 9 P45 S P Rl RE 7.7 7O

143 NEREBIRES KA

PR ESGRR 25, AT EioRIn SRS R BB ELRCAE 2020 4F 11 HiERH
ABMS Mz EHRE T ZRA T B R B 25 B s RE /A% (DAF RCO), TEAEES I
HIITIM A= (PEO). ™ X FEMIAY F AR B S MR NI SE 5 #5252 2 ABMS RE T HYHBZE A
B . BIASS ERR S AL IS TS ABMS BUBORER , (235 2 R Aol 87 484
FIFRERT B, IR TR RE TR T H, ) HARSiHE AR YR, = E 0
PHBES AN NN T EEES PEO, K MTTEE ABMS RINKIEHL I 61, M HBE
fiTh ABMS REJI AII AZRAIEAL B3, FHIESREN KATHIIT R . ™

12021 4E 5 A, FESHRKEMTBEBIEEIEAN ABMS BN Bte “Urm4ERy ™
W A FNSLG 2 TCBE M /R T ABMS HRTR . FRAITELIEN], ABMS 9% J1AT LA ZS 1.
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Bt HEPE RS 28 GBS K il Ak PRI S (5 2T LA —Fh B 6% S SH AR B i e
TR IEE " ™ BmEIE A T ABMS HIHIRRESI A4 (CR1): 1E KC-46 Pegasus HHHAL
R 4 )10 SHEEESE TG, LMERE F-22 I F-35 BRI B R RA I T RS
lF. ™ iXLERAEIE N 2SR I SOE R P 2R S L, SESEIT R . R HRAUE N
BIAHCHIIR M B B, THRASE S EFR LGRS, VS BEARI & EK
— MR R A B R, PRI B S B HR 8 B 2 A ST =27 78 ek, &
FESPARAUA EAE DR B AR A 0, A BRERT k. ‘AT
EAEE R ABAR, EHEETE B, BRI R, A A
JUA /NS A BERE ISR -+ - 4 AR SE B b AT DASE I HE Bl 2645 BRI AR R SR B P 27 76 23 42
TR 1.7 123T0R AT CR1. 77

BORMA LA E, B8 KREN A (CR2) HRES “MiH =&, LMLk, A
TARE (AD) FIEAHEAR” Kb E LBy 8T 55 sk 85, DAds s A7 7143
(USNORTHCOM) FHALFEMIZ AR E]SH (NORAD) . 8 JX L3 B2 AEJITE 2020
SRR T B KA E 7R ABMS _E3E 2 BRI ZEAT 7 IAFI 7R o IX IR I3 S FROA Nellis 5
TAEEH L (ShOC-N) , MEDIAEN R ATE P2 S8 iy 7 — MRS, 5 E P
MU T BRI E R, DRt — A L FEESLE (COP) o At Rl 1 AT 100 3 B F A
USNORTHCOM /i [X A2 LS I A8 AN I RE ST ™

JREAK, BEMRHAESIMAZE (DAF RCO) HHHRITEASKH EHF R, Tl
WIRES R, SIABMIECTFRES, DASCRR R A AT BIRE . MR H AR, "R
ABMS, H SRS A AR AR B a5 R A 25 AR 2 RE
POEMEAPIEN  REZ RS REAFEISEINS, T ABMS KRRy 5" 80

1.4.4 ABMS % JADC2 [ GiEkE

VERNZ S (DAF) MECG 2friE 54 (JADC2) HIvTik, ABMS #iZits “—1
&R A FIEUR G M SRS RS, Wit ZAHEE AN TREE (AD) 14
B, TREEICALRY 2.7 8T HHAR M B ELH W AR M & RE e T Uk N JegE . &
S HEAE .

VER—PhE AR R 7 %8, ABMS 12485 7 5 AT A Oz RSk i e FE AR, o5 18
WA DR B 11 D ERCE] A SRR RESE T [ A B AR MEA TR E o A ATTRT ASE R RLR
SRJG LIRS T 7 82 BARAESTiEITL DevSecOps P & 7 kA5 LIERE, & 4 /> H BIH—k.
RG2S EERAT S 1917, ABMS Wit “[RIAf R HRAEIEX R B [FrA ] ek i i s
M ECRBU TS, FENLEE2E> (ML) AN TR REMTE B R R & MM s, LA AR I
AR T A R N AR HE IR TT 27 SR SEH JADC2. 83

FRIRETHES (DoD) 55 HISL BT A SU A M4z, HITIIAY B £ 2LE 5 JADC2
HRAIINEGNA L AERZE A (ACC) RFILUHTHY 2021 FFEFEHRH S EHES Lk,
PHEAVE U2 AT BRI BB R A Je BEROR I TR RE, b ssid e, i
FEH UL AR B BIHTAIRCR , TS SR S0 2 2 T UM, FF kS i 43
BREFIRSR R AT, DRLRIFIIAT JADC2.” 84 24 Tl R IX L6k, B HEMBEERR
G EHRE 15T AR EAT S8 T —1> JADC2 A, RS2 TSIk
IME EALRY JADC2 RESIT A, BAl#UL INGR BN B ” 85 Mobh, a8 E8sr 17— FTHY
130 ZELWANY (AFSC), EEMPRIEZS T 2N 44 23 (B U A Fr 22 5 S HI L o 20
W 130 WA 3214k, DMEZ M SO B R 2 IR AT 2 3R . X 244K
SHHEE FFRERAEN DO RRM . RTHOTTE, REBARKS RReRE
BEATMURIAAL T, AEIXFENIE AR, N LR BRI LR T A Sl T2 )" 86
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AT #4155 ABMS KHX JADC2 B3 Ff, EEZBEZIEK Charles Q. Brown, Jr. ¥4
ZELE 2021 4 5 AZSE T ABMS TEshT R % T RIS 28 5B Ay S S SR A 34 1 \ A Jik
REJT: () Bdedb=; ) ATEARKRE; 3) MmNk, @) SBHtlfE,; (5) JeHtEAl; (6)
CEAE; (7) BN EE €25 (8) M. 87 iXUERE S AL [H (i ABMS REMS %24 i A 25
Bttty JRFAE R 2SN R 2 4TI SE AL S A 85, FRAEIE A ST 22 [ AR P 2 ) A B R 3
EE B ——IX & JADC2 L5503 A

1.4.5 HAb} JADC2 Mk e A e m %5

) S A TR A N EBT S (DoD) 2 JADC2 #7521 ABMS, H AR
HABZEFNF DoD MU ERH T ABATXT JADC2 1Ttk Fili ERIMFZERS (DoN) &FJE 8 1 25U
T ABMS 155 H1. B ERER TRl it JE AL TSR 50 B AR S VR 7125k S 5 a1 A %,
SHEE (JIWC) . Bt “FAITH” (Project Convergence, PC) SREZILELA FIHCA L,
DR G AR RRER I RR K, 88 g R BT H " (Project Overmatch) J1 /& 945
FeAtiti. HERZEA. THRMGMITEE, LASCRRE EOCHAF] JADC2 B HREME . 8

HBIRTCFF JADC2 H AR AT R0, (REE DR R R T 5 AR AR H . il
wn, PCHHRUCN “— M HUWIER AT ML SRRSO BEAR G M2 153, 90 RIS
MDERET: AR SRR C2 [FEMMIY. o PC SR AL Hlas ABOR
FHBRGER AT R F1. 92 FSTIFIZ TAFR AL R AR K TS (AFC), it
K E4FIsfT PC, WBOR. B LIRS A T S, SR A A B33 ) ml s Hh S 2L
HApR. o3

T, #% B AL, HAa ARITC A B B LA #L
JTRERAE, MR AN L FIVEIE (COP) , HRAEHE 4R AT LA X £ 50 s e 2
kAR5 B B B AR 8 S RS F LABGE SO ™ 94 BONT H 2 IS, S1Ed)
A WERSEN, DUEEMAT SR EM S R 95 JER M TRIT &7 (il
REMG (e _EBE TSR, MUTALANEAL . A AoMIEE U & Hh R A M B A Bk
o™ O HHAbRE TFESCRARIENIT R IR %% Bealist . BmZets . THNI T
%, IMSEBLIRATFRS AT B 97 MR 205 BRG] FR Rl MR H F4E
W, WA A B S R FBOR, BFF AL ML FIE B SMEEAR, BEAILA
M ZE MR 5, DASCBLBRALA A B0 98 XA HARA LI N 1 3RIBUFT i
TigE, M T RIMBA C2 MER-6& , f e HARRREE .

BT ARz Ah, EB g s R (DARPA) &N T BF8 vk gt 00, EPHES (6
FUH TR AZEM B T WM AR 26 586 (FNC3), 1ER AT S 2k
R (JADC2) HYTTHR 100 SEERFAIE A F] 4w (SOCOM) AT A HLARFFIEIGREL (SOF)
T RBRE B dRgit), FFRE —EEMR N TH, LM SOF R4 HAEBHH
HIE{E. 10T XL SR H A O B B BASR GRS C2 #R4F; BRI, JL
FBATREAT AT MR A PR 2 SR Ak R 7 SR D S

BIR, PRRETIX 285 I EAE el IR 55 AU A I & HERAENE , IX 80 3 & H R RE
TIRAEET=, N B RV B R . B4, RIS S et b, BJL
FBATEAT IR ARG TS TR R TG A R RS AR BOEERAE, LA XA
BB E IR G5 A RS X BRBCEANE 2R, A8 JADC2 BfEK 2 [ B SR
PARR] (ARAETEIGAFE) , HSERMN SRR LS RS AR 2 5
A, X5 IR THIIE B 102 AL, WoRICAE S R IR A ORI SR 20
PLRE R B ERRE, XESAET “B%EFr. coOCOM (FERRIAET) Bl Er2E A O
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JITE, TR ZAHIEARI LS, T TC 1 SEBL I S W ) 7 125 A RS 2 A B AR B AT .
103

FERETRIETH, RO IEM T A ABMS 008 M5 240, [l bl i
WIREE T M AR AR, FFR R ok IR BOR Z BRI Ot R Y i 4, LA AT A S
ABMS fEJ]. fn BB EEE B4 R IR
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2 R SEdE

PAVEEM R AR RE ST, HIDRIRIT UG R S TR —MERE M PIHER) , TOI IR TR

DHERRST, EARTRATHY ST B FRAFNE bR G AEAKEERIRE ST IX PG ) Dy i i 55

WA EAEAKFESL RS 7, CEN G e M s AN (5 EoR SE e Il el 2
—Preston Dunlap, Chief Architect, U.S. Department of the Air Force®

2.1 ZAtEA

EPESHE RS (ABMS) BRI RE A FIRE ) 2 MBI C AR 28
FRI AL R B I8 72 R AT R A YA TR, BT REaHA P aaESL2 M. X
Lo 2] R AT 2 PR R SEIACERAL A B, R AL . AT A NI SR
PEIEE (SATCOM) RGELINFH G HHMWEEA A4 ERE, DASCBUE AR
R A —EARZH, RIS ZSEH (DAF) LG WA EEEs Ra i i
friE 514 (C2), PARGEEEIE RIVKA 2iE 5SS JADC2) M8y, K 2.1 42
7 ABMS FIMEAR, & 2.2 418 T ABMS AIHE S

UNCLASSIFIED

Advanced Battle Management System
Program Overview

= Create secure military digital network environment leveraging proven digital
infrastructure, i hnologies, and icati

= Define distril cloud, network global footprint for military applications
= Connect the joint force to enable all domain dynamic operations

= Build the digital infrastructure that connects the Joint Warfighting force

= Enable sharing of information across USAF, USSF, Joint, and multi-domains

= Will provide situati to enable better i isions as well as tactical
decision making and execution at speed

= ABMS acquisition efforts focus on six capabilities:
1. *Secure Processing
2. *Connectivity
3. *Data Management
4. Applications
5. Sensor Integration
6. Effects Integration

* Digital Infrastructure

Figure 2.1: S 20 HE BIFRIMEER . RIF: SEFRBREN DA CHIEATT KA

Advanced Battle Management System
Concept

ber ross-Domain
of
ool
CONUS Cloud

Cyber  Training Network Ops
fense  Facilities

Figure 2.2: mZUHCHE T RGME &0 ORI ZFEIPREE A% CRIERTT R A

VER—A C2 REER TR, ABMS ¥ MSCRFTH . RERIIAT I Ea 5 BALBALESE, 1
FTHYE SO RAFBCR IR 2 FEMATHZET, 44 C2 T iR R s LG e g
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R TR AE A ETRATRETT o X A Y BUIRAS AR T AR B AR P 3 1 (AP
FHECARPRIE , IXLEFRERR AL 17— I8 I A BRI — B R A% B il

ABMS ZUH4IE BTES JADC2 AN TR BRI R, REZ RSV AREIX TR
W . A e T8 LS EH (DAF) A5 ABMS FiEFa g ER. 25
SIRFS RS ZH _ T & ABMS 2844, DASEERS HA R A1 22 F A B AG BBREM:

EHTESE ST B H (B ERY) I RAVARE, ARG %, %
Fli kA E BT A ALAA A 2 B SRR PRI B (BRABITIY JADC2 R 7)) RERS AR
JWC BAHR) ABMS 28R GIFTAT “HEE” REETHESEERGEEMM/S B, 1
S, TR 2 BSE A ARG Hh [ 5 Tl B i ) AR G AR SR ST AN B, TR AR R
M RERFRZS .

BNz 1SR IWC, I ABMS 2L JADC2 A
ATRRASY, XTI

BB 20 m BT BT BER SC R ABMS Ml JADC2 )
Ko

2900 PERA X e R Y R A 1TD) WS E | RARC B L 3V N YA 1) WA Y VA £
A AR SHH (JADC2) J2iH g gk -5 R 5
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\/ What is the DoD Enterprise DevSecOps
3 ) -
'
U.s. AR FoRcE Initiative?
= Joint Program with OUSD(A&S), DoD CIO, U.S. Air Force, DISA and the Military Services.
= Technology:
= Avoid vendor lock-in at the Infrastructure and Platform Layer by leveraging FOSS with Kubemetes and OCI
containers,
= Creating the DoD Centralized Artifacts Repository (DCAR) of hardened and centrally accredited containers:
selecting, certifying, and securing best of breed development tools and software capabilities (over 170+
containers) - and

m Baked-in Zero Trust Security with our Sidecar Container Security Stack (SCSS) leveraging behavior detection,
zero trust down to the container/function level.

m Leveraging a Scalable Microservices Architecture with Service Mesh/API Gateway and baked-in security (Istio)
= Leveraging KNative to avoid lock-in to Cloud provider Serverless stacks

= Bringing Enterprise IT Capabilities with Cloud One and Platform One — Cloud and DevSecOps as Managed
Services capabilities, on-boarding and support!

= Standardizing metrics and define acceptable thresholds for DoD-wide continuous Authority to Operate

= Massive Scale Training with Self Learning Capabilities (train over 100K people within a year) and bring state of
the art DevSecOps curriculum

= Creating new Agile contracting language to enable and incentivize the use of DevSecOps

Integrity - Service - Excellence

Figure 2.5: DoD 1)/ DevSecOps. Rili: FEZEFFEYAFE N. Chaillan, 2020, “DoD 1
Il DevSecOps 1B WFTF-5—", 3%. SEE S, https://software.af. mll/dsop/documentS/
9 H 15 Ho
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\\.../) What is the DoD Enterprise DevSecOps

U.S.AIR FORCE Initia tive?

= Joint Program with OUSD(A&S), DoD CIO, U.S. Air Force, DISA and the Military Services.

= Technology:

= Avoid vendor lock-in at the Infrastructure and Platform Layer by leveraging FOSS with Kubernetes and OCI
containers,

= Creating the DoD Centralized Artifacts Repository (DCAR) of hardened and centrally accredited containers:
selecting, certifying, and securing best of breed development tools and software capabilities (over 170+
containers) - and

= Baked-in Zero Trust Security with our Sidecar Container Security Stack (SCSS) leveraging behavior detection,
zero trust down to the container/function level

= Leveraging a Scalable Microservices Architecture with Service Mesh/AP| Gateway and baked-in security (Istio)
= Leveraging KNative to avoid lock-in to Cloud provider Serverless stacks

= Bringing Enterprise IT Capabilities with Cloud One and Platform One — Cloud and DevSecOps as Managed
Services capabilities, on-boarding and support!

= Standardizing metrics and define acceptable thresholds for DoD-wide continuous Authority to Operate

= Massive Scale Training with Self Learning Capabilities (train over 100K people within a year) and bring state of
the art DevSecOps curriculum

= Creating new Agile contracting language to enable and incentivize the use of DevSecOps

Integrity - Service - Excellence
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2, G a TREMITIRE Y AT R B ER ORI AT SERERTIEAl . EAREILOLE
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FEAF 38 ] FTESZ BB, ARSCAR e il 2O EAL 2
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232 29eEetE

ZRELNE (Multi-Level Security, MLS) feH & “AbHLEA A 75 2R BE L, [F
B R A AR ZE T PR, FHELRERAUY P JiiR.” 70 X R REEREN 4%
TP EEAFR R BINEE, FEAEIE Y5 I I S gy 5] 2 )82 sh s . MLS AL A
RES AL IR A 0 B, I A IE LA AR 2 Fh o R B R 1 & 4
Wil

ABMS il i CrossDomainONE V- & Fl 25 EHF 5L 5% (AFRL) #3571 ABMS De-
viceOne SecureView (ADSV) B A TiXF MLS J#. ™ CrossDomainONE {di & 6E 15 45 5>
RYONZ [R5, 11 ADSV Il AL GRS F, 08 ABMS fll JADC2, foiF& &
F/a i R A g . 8 2.7 J45 T ADSV e

Z% 143NN CrossDomainONE 1 ADSV /& 855 ABMS MLS 347" (1) S50 25 40 3R . 4%
1M, ADSV i fHEERINIEIEFET (hypervisor) BT 4MgH, AIRES i ABMS 28 T8 1E
AR RV AT XU, HH o — NSRBI T — 2542 B B BRI AR o (G BE RN F- 6 B, R
A = AUV IS L BER AR, BRI ToRIE (BRZ) , LA MLS RS AROT
fEFLE AL BB G AE K. AT IRANX — AR ZER, S P &M RZ LY REEAEAR
M3 2R ) HisfT, LIRS TE JADC2 HEAL NIaf TR HABMR S A1 2 B S AR RE S R A 3
2Pk TE MLS &1, IR N AP0 e FEAL 5 B AR A T A LR IR 25 BV P ) )

Capability

Supports NIPRNet, SIPRNet, and Coalition access on a single PC
or laptop

Intuitive user interface that requires minimal training for end users
Enables secure mobility solutions for Executive Communication
and traveling personnel

Seamlessly supports high performance and high-bandwidth
applications

Security

Type | bare-metal hypervisor es the cyber defense pos

of government workstations

Minimizes Type | encryptors by integrating support for NSA's
Commercial Solutions for Classified (CSfC)

Ensures 100% Trusted Boot and Secure Isolation in the hardware
Has received highest MILS evaluation to date against NIST 800-53
Criteria

e Supports either Standard Desktop Configuration (SDC) or Thin
Virtual Desktop Infrastructure (VDI)

¢ Enables rapid provisioning, management, and re-configuration
of workstations

e Government off-the-shelf (GOTS) solution based on OpenXT
which meets DoD’s open-source requirement

TR RS 5 o
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BB REE, BRI R A S SPEL 2R FMSENR, Xl OFHS) BT TF)
Mo R 16 SE/SEML T (BEFBSEFEAST) BlalSrdid:, “TATEEFRE
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RESIH, LA PR ai PR 2 b B 1 o 2% TR e 2 A F B2 o

BIR ZT BESEAAAE T B8], ARSI SR BOR TS T A g (i 22 (R Z AR
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R ™
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Tk W . BRI S EAR I E AL R . 90 {2, MBSE H TSRS
B IRARGIT KABFRMT R 3wt 0 BAERIEIA. 91 {8 Ry E: A R BRI TT & X
B BB RGEERE TR FURS B IE B AL B AR TP R R R AR R . SRR
TR OSSR R4 TRE) MBS R4 TR T, MBSE &7 T1E A 50 7 AR
WINEZRZS, W ABMS.
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Table 4.1: Air Force Air Operations Centers

Type AOC Major Command Station

Regional 601 AOC ACC Tyndall Air Force Base, Florida

Regional 603 AOC U.S. Air Forces Europe Ramstein Air Base, Germany

Regional 607 AOC Pacific Air Forces (PACAF) | Osan Air Base, South Korea

Regional 609 AOC; U.S. Air Forces Central Al Udeiq Air Base, Qatar .

609 AOC Detachment 1 | Command Shaw Air Force Base, South Carolina

Regional 611 AOC PACAF Joint Base Elmendorf-Richardson, Alaska

Regional 612 AOC Ié.S. Air Forces Southern Davis-Monthan Air Force Base, Arizona
ommand

Regional 613 AOC PACAF Joint Base Pearl Harbor-Hickam, Hawaii

Functional | 608 AOC éu Force Strategic Strike Barksdale Air Force Base, Louisiana
ommand

Functional | 614 AOC Air Force Space Command | Vandenberg Air Force Base, California

Functional | 618 AOC Air Mobility Command Scott Air Force Base, Illinois

Functional | 623 AOC élr For‘ce Special Hurlburt Field, Florida
perations Command

Functional | 624 OC Air Force Space Command | Lackland Air Force Base, Texas

Functional | 625 OC ACC Lackland Air Force Base, Texas

P
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Table 4.2: Z4 C2 Wi H K/~ T A&

Cost Category Item Performing Activity Cost (in Millions)
MDC?2 C2 common platform KR $60
MDC?2 enterprise data lake Various $40
MDC2 ShadowNet experimentation Various $36
MDC?2 development Various $7
Support, test and evaluation, and management  Various $8
Total $151

kB FEBBIHRM SR, kAT M,

NI — A AHR AL A B B R 45 4518 7 KR 1 ShadowNet LA M [ [ &5 2% 0F 55 T H J&
(DARPA)- &5 525 % (AFRL) AFWERX 251wk, LA IS JADC2 HIfEE.

C2 W% 1 T MDC2 PE HY7EE . S ZENF 2 [ MM A C2 PE, FEFEFIHZER
SR, 1 2018 4FF1 2019 “F M BUERE, BHAER RIS R SR EEM R, H
WIS E L], PO X R OGAE 2020 WH4ELRSE . FERESTERAR, EBG A
VEEEHDHE T RDT&E #8095, X2 RS FEEVERIL C2 17k, PARAR T T R I ol o 2%
EEIRRYS AOC S, SEMMIGEITEINER . IRSFIES fa 5 B 1] WA RE ST B ZEAN
W C2 S G2 S AR MH « C2 PE JEARESE 2 £ E E ¥ (DoD) MY
JADC2 S N TERERIIT A% 1. HMFmHCESS THETE, W5k 2.2 i,

Lo RN W RAR IR S T S IR R o Project Maven H 8 T T
KN 2 B AR R G AT 7R B

2. HAMET A (NLP): PUTEESFISCRRA N, HarBaEsm i EERE
HRE XSS (AR Home FIOIE S5 Echoo

3. BRARG: ETMWMARZE, SHARETZEMIREE. EITEERT Sk
SRLAR AU T 24

4. PRIEE: MROOREATERDEC R, G0, CHH TSR, IF
HE S SR R R B KT IR B

talics original, Chance Saltzman, "MDC2 Overview,” briefing for 2018 C2 Summit, June 2018.
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Table 4.3: 2574 C2 W HA R £5 FH O E F o ikE

Effort Emphasis Description

Common Mission Capability Central hub for battle management and C2 across
Control Center a range of next-generation aircraft and in a multi-
(CMCC) level, secure environment

Joint Enterprise De- Capability Amazon Web Services—provided service of host-

fense Infrastructure
(JEDI)

ing and distributing mission-critical workloads
and information to warfighters across the globe

AFWERX

Concepts and
requirements

Catalyst for agile Air Force engagement across in-
dustry, academia, and nontraditional contributors
to drive innovation

Combined Air Op-

Concepts and

Provides advanced training for operational C2

erations Center — requirements through MD and joint integration

Nellis

Secretary of the Information Advises the SAF and the Chief of Staff of the Air

Air Force/Chief Force on IT, cyberspace, and national security sys-

Information Office tems

(SAF/CIO) Air

Force Chief Data

Office (AF CDO)

Air Force Knowl- Information Manages the Air Force Knowledge Management

edge Management (KM) community and KM-related requirements

Capability Working and interests

Group

Cyber mission plat- Platform Infrastructure and platform for the Air Force” s

form Offensive Cyber Product Line. Uses Agile acqui-
sition strategy and has implemented rolling autho-
rization to operate

National Space De- Platform Creates unity of effort and information in space

fense Center operations among DoD, the Intelligence Com-
munity, and interagency, allied, and commercial
space entities. Provides data as a service (DaaS)
to facilitate movement of data across classification
boundaries and provides common, standard inter-
faces that facilitate large-scale integration

Open Architec- Platform Technology component of Air Force Distributed

ture Distributed Common Ground System modernization frame-

Common  Ground work. Provides computing hardware, server vir-

System tualization, data cloud, and service-oriented archi-

tecture stack to support rapid development and
transition of incremental capabilities

5. MlgEd: EEAENGET ARG (RN E ) Soild 5 A SCaiER
BEREZ) (RISRIEEEST) FRIBCHIR . HLaR=2 > TR THF R VR IS S b
A, I HERT— B2 2 AUML RGHIH RS o 2RI 77 1 2
WA, AT LSRN0 T R R A A
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Table 4.4: Exemplar Domain Contributors to SEAD Vignette
Domain Detect (Find) Track and Identify (Fix)  Strike (Engage)  Support

Air Airborne ISR  Nontraditional ISR (e.g., F- .
(e : * Decoys to stimulate radars
£, rivet  35) )
joint) . EA-18G standoff jam-
ming
S Overhead ISR
pace verhed * Navigation and timing
* Beyond-line-of-sight com-
munications (e.g., from
ISR to AOC)
Cyber Integrated air

* Delay integrated air de-
fense system tracks sent to
SAMs

+ Insert false targets

defense  sys-
tem network
monitoring

Land Long-range fires
(e.g., guided
multiple launch
rocket system)

P 3.1 2211 7 BAT] SEAD 15 5= 09— T RERY = B B S M2 i 5, e B 003
ISR #n 0, B4 FAMTEELEH. BTG, ST RET AR &ATsh
Z (COA) &, HI—TRINIT COA MRS, KA TN T RT.
LOFEIVRISC AR IE G B AL BT RE, AR OPAT R R T RER A RS
R SROFIERoR T RSN, U0 ISR AT H A AU AT RE

Table 4.5: #5 ="~ MD ¥l EACAL C2 (£55

C2 1155 SEAD 5t HADR 5t P10 ISR 5t
%11 MD COP X N

H BRI X

ERzii e X X

H B ERE (R IMELE A X X

H hZS i HL X X
SR AT ) X X

H s AT R X

EpSiEi =381 X

H Zh T S 4 R X X

H ShIFAl Y AT E SR B X X

*Here, highly automated refers to the digital nature of the data and the machine-to-machine transference of
information. We examine opportunities for using Al in these C2 processes in this section.

*Talon Thresher J& /N EUEIN Z MWL R &, BAEHER ZFAG IR & 1 B EA (ADA) -
BRI EIR 14 (INDOPACOM) #RHITRR, BEH H AR A DY) 25 sl R A
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